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l. Summary:

Thisbill amends chapter 934, F.S,, rdating to Horida s Security of Communications Act, to
expand law enforcement’ s authority to intercept wire, ord and e ectronic communications and
conduct other surveillance under specified circumstances and conditions, based primarily on the
recent enactment of the USA Patriot Act and the legidative initiative to revise chapter 934, F.S,
begun during the 2001 Specid Session C. Those changes are summarized as follows

Modifies and creates new definitions consstent or Smilar to new federd definitions;

Permits a gate judge having felony jurisdiction to authorize initid and ongoing interception
of communications anywhere in the state when the gpplication for an interception makes a
showing that some activity or conspiracy believed to be related to, or in furtherance of, the
crimind predicate for the requested interception has occurred or will likely occur and the
communications to be intercepted or expected to be intercepted is occurring or will likely
occur, in whole or in part, within the jurisdiction of the court where the order is sought.

Allows a person acting under color or law, in order to determine if any violaions of law are
taking place, to intercept communications of an entity that is trepassing in the “protected
computer” of another person when so authorized by the owner/operator of the “ protected
computer.”

Allows court-ordered interception in cases involving offenses involving bombs, destructive
devices, and wegpons of mass destruction.

Allowsthe FDLE to use resources including personnel from other agencies acting at the
direction of FDLE to conduct interceptions in investigations reating to acts of terrorism.



BILL: CS/SB 1774 Page 2

Provides a method by which FDLE is brought into aloca agency’ s wire intercept
investigation when it turns out that those being intercepted have turned to terrorism-related
crimes.

Authorizes an emergency intercept when there is evidence that there are communications thet
involve conspiratorid activities threstening nationd or state security.

Removes the sunsat provisons regarding “continued interception” provison and extends that
provison beyond interceptions in investigations of acts of terrorism.

Permits an officer who legally obtainsinformation under ch. 934, F.S,, to share information
about “foreign intelligence or counterintelligence.”

Provides for specid release to the government or others of the contents of communications,
record or other information pertaining to a subscriber/customer in the custody of a provider
of aremote computing service or eectronic communications service in an emergency
involving immediate danger of death or serious physica injury.

Sets forth the type of lega process needed in order for aninvestigative or law enforcement
officer to obtain certain records from a provider of € ectronic communication service or
remote computing service. It sets forth anew and expanded listing of the types of records
contemplated to be released upon receipt of the appropriate legal documents.

Provides adefenseto civil liability in s. 934.27, F.S,, to cases in which an officer requests
that records be preserved in accordance with current law. This provision extends protections
to the providers of services thet can include individua citizens or companies.

Clarifiesthat an investigative or law enforcement officer shal use technology reasonably
available to him or her which redtricts the recording or decoding of eectronic or other
impulses to the diding (now aso adds routing, addressing) and signding information used in
the processing and tranamitting of wire or eectronic communication so as not to include the
contents of any wire or eectronic communications.

Requires an officer serving an order for a pen register or atrap and trace device, if requested,
to provide the person or entity served with written or eectronic certification that the order
gppliesto that person or entity if they are not specificaly named in the order.

Providesthat ingtdlation and use of pen registers and trap and trace devices can relate to
more than just telephones and may entall the gpplication of the devices to the telephone line
or other facility rather than the attachment of the devicesto the telephone lines or other
fadlity.

Setsforth detailed provisions deding with requirements needed when an investigative or law
enforcement officer implements an ex parte order by ingaling and using his own pen register
or trap and trace device on a packet- switched data network of an eectronic communications
sarviceto the public.
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Thisbill substantialy amends the following sections of the Florida Statutes: 934.02; 934.03;
934.07; 934.08; 934.09; 934.22; 934.23; 934.27; 934.31; 934.33; and 934.34.

Il. Present Situation:

In the wake of the terrorists events of September 11, 2001, Congress enacted the USA Patriot

Act “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept

and Obstruct Terrorism” on October 26, 2001. See H.R. 3162; PL 107-56, 107" Congress). The
Act amended numerous provisons of existing federd law reating to interception of
communications, to enhance the capabilities of law enforcement to detain individuas, to conduct
electronic surveillance, and to access records origindly in order to target foreign and domestic
terrorism but some of which are dso gpplicable to other crimind activities.

A. WIRETAP PROVISIONSOF THE USA PATRIOT ACT

The “(the USA Patriot Act) Act of 2001” contains numerous provisons amending federd laws
addressing or relevant to interception of communications.

Section 201: Authority to Intercept Wire, Oral, and Electronic Communications Relating
to Terrorism

Section 201 provides authority to intercept wire, ord, and eectronic communications relating to
terrorism by adding crimind violations relating to terrorism (such as offenses rdating to

wegpons of mass destruction) to the list of predicate statutes in the criminal procedures for
interception of communications under Chapter 119 of Title 18, United States Code.

Section 202: Authority to Intercept Voice Communicationsin Computer Hacking
Investigations

Section 202 “amends 18 U.S.C. 2516(1) — the subsection that lists those crimes for which
investigators may obtain awiretap order for wire communications — by adding fdony violations

of 18 U.S.C. 1030 to the list of predicate offenses.” Field Guidance on New Authorities That
Relate to Computer Crime and Electronic Evidence Enacted in the USA Patriot Act of 2001,
Computer Crime and Intellectual Property Section, U.S. Department of Justice.

“Under previous law, investigators could not obtain awiretap order to intercept wire
communications (those involving the human voice) for violations of the Computer Fraud and
Abuse Act (18 U.S.C. 1030). For example, in severd investigations, hackers have stolen
teleconferencing services from a telephone company and used this mode of communication to
plan and execute hacking attacks.” 1d.

Section 203:

Section 203 “[almends rule 6 of the Federd Rules of Crimina Procedure (FRCrP) to permit the
sharing of grand jury information that involves foreign inteligence or counterintelligence with
Federd law enforcement, intelligence, protective, immigration, nationd defense, or nationd
security officids. . ., subject to specified requirements.” Congressiona Research Service
summay.
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This section aso “[g|uthorizes an investigative or law enforcement officer, or an attorney for the
Government, who, by authorized means, has obtained knowledge of the contents of any wire,
ord, or eectronic communication or evidence derived therefrom to disclose such contents to
such officiads to the extent that such contents include foreign intelligence or counterintelligence.”
Id.

This section dso “[d]irects the Attorney Generd to establish procedures for the disclosure of
information (pursuant to the code and the FRCrP) that identifies a United States person, as
defined in the Foreign Intdligence Surveillance Act of 1978 (FISA).” 1d.

Section 209: Obtaining Voice-mail and Other Stored Voice Communications

Section 209 “dters the way in which the wiretap statute and ECPA [the Electronic
Communications Privacy Act, 18 U.S.C. 2703 et seq.,] apply to stored voice communications.
The amendments delete * dectronic sorage’ of wire communications from the definition of ‘wire
communication’ in section 2510 and insert language in section 2703 to ensure that stored wire
communications are covered under the same rules as stored dectronic communications. Thus,
law enforcement can now obtain such communications using the procedures set out in section
2703 (such as a search warrant), rather than those in the wiretap statute (such as awiretap
order).” Field Guidance, supra. (bracketed information provided by anayst)

“Under previous law, the [ECPA] governed law enforcement access to stored electronic
communications (such as e-mail), but not stored wire communications (such as voice-mall).
Instead, the wiretap statute governed such access because the definition of ‘wire communication’
(18 U.S.C. 2510(1)) included stored communications, arguably requiring law enforcement to use
awiretap order (rather than a search warrant) to obtain unopened voice communications. Thus,
law enforcement authorities used awiretap order to obtain voice communications stored with a
third party provider but could use a search warrant if that same information were stored on an
answering machine indde acrimind’s home.

“Regulating stored wire communications through section 2510(1) crested large and unnecessary
burdens for crimind investigations. Stored voice communi cations possess few of the sengtivities
associated with the redl-time interception of telephones, making the extremely burdensome
process of obtaining awiretap order unreasonable.

“Moreover, in large part, the statutory framework envisons aworld in which technology-
mediated voice communications (such as telephone cals) are conceptudly distinct from non
voice communications (such as faxes, pager messages, and e-mail). To the limited extent that
Congress acknowledged that data and voice might co-exist in asngle transaction, it did not
anticipate the convergence of these two kinds of communications typica of today’s
telecommuni cations networks.

“With the advent of MIME — Multipurpose Internet Mail Extensons — and similar festures, an
e-mail may include one or more ‘attachments conssting of any type of deta, including voice
recordings. As aresult, alaw enforcement officer seeking to obtain a suspect’s unopened e-mail
from an ISP by means of a search warrant (as required under 18 U.S.C. 2703(a)) had no way of
knowing whether the inbox messages include voice attachments (i.e., wire communications)
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which could not be compelled using a search warrant.” Id. (bracketed information provided by
andys)

Section 210: Scope of Subpoenasfor Electronic Evidence

Section 210 amends 18 U.S.C. 2703(c) to “update and expand the narrow list of records that law
enforcement authorities may obtain with a subpoena. The new subsection 2703(c)(2) includes
‘records of sesson times and durations,” aswell as‘any temporarily assgned network address.’

In the Internet context, such records include the Internet Protocol (1P) address assigned by the
provider to the customer or subscriber for aparticular session, as well asthe remote |P address
from which a customer connects to the provider. Obtaining such records will make the process of
identifying computer criminas and tracing their Internet communications faster and eesier.

“Moreover, the amendments clarify that investigators may use a subpoenato obtain the * means
and source of payment’ that a customer usesto pay for his or her account with a communications
provider, ‘including any credit card or bank account number.” 18 U.S.C. 2703(c)(2)(F). While
generdly hdpful, thisinformation will prove particularly vaugble in identifying the users of

Internet services where a company does not verify its users biographicd information.” Field
Guidance, supra.

“ Subsection 2703(c) dlows the government to use a subpoenato compe alimited class of
information, such as the customer’s name, address, length of service, and means of payment.
Prior to the amendmentsin Section 210 of the Act, however, the list of records that investigators
could obtain with a subpoena did not include certain records (such as credit card number or other
form of payment for the communication service) relevant to determining a cusomer’ strue
identity. In many cases, users register with Internet service providers using false names. In order
to hold these individual s respongible for crimina acts committed online, the method of payment
isan essentid means of determining true identity.

“Moreover, many of the definitions in section 2703(c) were technol ogy-specific, relating
primarily to telephone communications. For example, the list included *loca and long distance
telephone tall billing records,” but did not include pardld terms for communications on
computer networks, such as ‘records of sesson times and durations” Similarly, the previous list
alowed the government to use a subpoena to obtain the customer’ s “ telephone number or other
subscriber number or identity,” but did not define what that phrase meant in the context of
Internet communications.” 1d.

Section 212: Emergency Disclosures by Communications Providers

Section 212 “corrects. . . inadequaciesin previous law. Section 212 amends subsection
2702(b)(6) to permit, but not require, a service provider to disclose to law enforcement either
content or non-content customer records in emergenciesinvolving an immediate risk of deeth or
serious physica injury to any person. This voluntary disclosure, however, does not create an
affirmative obligation to review customer communications in search of such imminent dangers.

“The amendmentsin Section 212 of the Act aso change ECPA to alow providersto disclose
information to protect their rights and property. It accomplishes this change by two related sets
of amendments. First, amendments to sections 2702 and 2703 of title 18 smplify the trestment
of voluntary disclosures by providers by moving al such provisonsto 2702. Thus, section 2702
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now regulates al permissive disclosures (of content and non-content records aike), while section
2703 covers only compulsory disclosures by providers. Second, an amendment to new
subsection 2702(c)(3) clarifies that service providers do have the statutory authority to disclose
non-content records to protect their rights and property.” Field Guidance, supra.

“Previous law relating to voluntary disclosures by communication service providers was
inadequate in two respects. Firg, it contained no specia provison alowing providers to disclose
customer records or communications in emergencies. If, for example, an Internet service
provider (‘1SP') independently learned that one of its customers was part of a conspiracy to
commit an imminent terrorist attack, prompt disclosure of the account information to law
enforcement could save lives. Since providing thisinformation did not fal within one of the
dtatutory exceptions, however, an ISP making such a disclosure could be sued civilly.

“Second, prior to the Act, the law did not expresdy permit a provider to voluntarily disclose non
content records (such as a subscriber’ s login records) to law enforcement for purposes of self-
protection, even though providers could disclose the content of communications for this reason.
See 18 U.S.C. 2702(b)(5), 2703(c)(1)(B). Y et the right to disclose the content of communications
necessaxrily impliesthe lessintrusive ability to disclose non-content records. Cf. United States v.
Auler, 539 F.2d 642, 646 n.9 (7th Cir. 1976) (phone company’s authority to monitor and disclose
conversations to protect againgt fraud necessarily impliesright to commit lesser invasion of

using, and disclosing fruits of, pen register device) (citing United Sates v. Freeman, 524 F.2d
337, 341 (7th Cir. 1975)). Moreover, as a practical matter, providers must have the right to
disclose to law enforcement the facts surrounding attacks on their systems. For example, when

an |SP' s customer hacks into the ISP’ s network, gains complete control over an e-mail server,

and reads or modifies the e-mall of other customers, the provider must have the legd ability to
report the complete details of the crime to law enforcement.” Id.

Section 216 makes numerous changes to the federd law relating to pen register and trap and
trace devices. “ The pen register and trap and trace statute (the ‘ pen/trap’ statute) [18 U.S.C. 3121
et s2q.] governs the prospective collection of non-content traffic information associated with
communications, such as the phone numbers dided by a particular telephone. Section 216
updates the pen/trap statute in three important ways. (1) the amendments clarify that law
enforcement may use penvtrap orders to trace communications on the Internet and other
computer networks; (2) pen/trap ordersissued by federal courts now have nationwide effect; and
(3) law enforcement authorities must file a specid report with the court whenever they usea
pen/trap order to install their own monitoring device (such as the FBI’s DCS1000) on computers
belonging to a public provider.” 1d. (bracketed information provided by andyst) Provided isa
breakdown of the changes:

Using pen/trap ordersto trace communications on computer networks

“Section 216 of the Act amends sections 3121, 3123, 3124, and 3127 of title 18 to clarify
that the pen/trap statute applies to abroad variety of communications technologies.
Referencesto the target ‘ling,’ for example, are revised to encompass a ‘line or other
fadility. Such afacility might include, for example, acdlular tddephone number; a

specific celular telephone identified by its dectronic serid number; an Internet user
account or e-mail address; or an Internet Protocol address, port number, or smilar
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computer network address or range of addresses. In addition, because the statute takes
into account awide variety of such facilities, amendments to section 3123(b)(1)(C) now
alow applicants for penvtrap orders to submit a description of the communications to be
traced using any of these or other identifiers.

“Moreover, the amendments clarify that orders for the ingtallation of pen register and trap
and trace devices may obtain any non-content information — dl “diaing, routing,
addressing, and sgnding information’ — utilized in the processing and tranamitting of

wire and dectronic communications. Such information includes IP addresses and port
numbers, aswel asthe‘To' and ‘From’ information contained in an e-mail header.
Pen/trap orders cannot, however, authorize the interception of the content of a
communication, such aswords in the * subject ling' or the body of an e-mall.

“Further, because the pen register or trap and trace ‘device often cannot be physicaly
‘atached’ to the target facility, Section 216 makes two other related changes. Firg, in
recognition of the fact that such functions are commonly performed today by software
ingtead of physica mechanisms, the amended statute alows the pen register or trgp and
trace device to be *attached or applied’ to the target facility. Likewise, Section 216
revises the definitions of ‘pen register’ and *trap and trace device' in section 3127 to
include an intangible ‘ process (such as a software routine) which collects the same
information as a physica device” Field Guidance, supra.

“When Congress enacted the pen/trap statute in 1986, it could not anticipate the dramatic
expansion in dectronic communications that would occur in the following fifteen years.
Thus, the gtatute contained certain language that appeared to gpply to telephone
communications and that did not unambiguoudy encompass communications over
computer networks. Although numerous courts across the country have applied the
pen/trap statue to communications on computer networks, no federa ditrict or gppellate
court has explicitly ruled on its propriety. Moreover, certain private litigants have
chalenged the gpplication of the pen/trap statute to such dectronic communications

based on the statute’ s telephone- specific language.” 1d.

Nationwide effect of pen/trap orders

“Section 216 of the Act divides section 3123 of title 18 into two separate provisons. New
subsection (a)(1) gives federd courts the authority to compel assistance from any

provider of communication services in the United States whose assistance is appropriate
to effectuate the order.

“For example, afedera prosecutor may obtain an order to trace calls made to a telephone
within the prosecutor’ s local didtrict. The order gpplies not only to the locd carrier

serving that line, but dso to other providers (such aslong-distance carriers and regiond
cariersin other parts of the country) through whom calls are placed to the target
telephone. In some circumstances, the investigators may have to serve the order on the
firg carrier in the chain and receive from that carrier information identifying the
communication’s path to convey to the next carrier in the chain. The investigator would
then serve the same court order on the next carrier, including the additiona relevant
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connection information learned from thefirst carrier; the second carrier would then
provide the connection information in its possesson for the communication. The
investigator would repest this process until the order has been served on the originating
carrier who is able to identify the source of the communication.

“When prosecutors gpply for a penvtrap order using this procedure, they generaly will
not know the name of the second or subsequent providersin the chain of communication
covered by the order. Thus, the gpplication and order will not necessarily name these
providers. The amendments to section 3123 therefore specify that, if a provider requests
it, law enforcement must provide a ‘written or eectronic certification’ that the order
appliesto that provider.

“The amendments in Section 216 of the Act dso empower courts to authorize the
ingalation and use of penvtrap devicesin other digtricts. Thus, for example, if aterrorism
or other crimind investigation based in Virginia uncovers a conspirator using a phone or
an Internet account in New Y ork, the Virginia court can compe communications
providersin New York to asss investigatorsin collecting information under a Virginia

pen/trap order.

“Conggtent with the change above, Section 216 of the Act modifies section
3123(b)(1)(C) of title 18 to diminate the requirement that federa pen/trap orders specify
their geographic limits. However, because the new law gives nationwide effect for federa
penvtrap orders, an amendment to section 3127(2)(A) imposes a‘nexus  requirement: the
issuing court must have jurisdiction over the particular crime under investigation.” Field
Guidance, supra.

“Under previous law, a court could only authorize the ingtallation of a pervtrap device
‘within the jurisdiction of the court.” Because of deregulation in the telecommunications
industry, however, many providers may carry a single communication. For example, a
telephone call may be carried by a competitive loca exchange carrier, which passesit to
alocd Bdl Operating Company, which passesit to along distance carrier, which hands it
to aloca exchange carrier dsawherein the U.S,, which in turn may findly handitto a
cdlular carrier. If these carriers do not pass source information with eech cal, identifying
that source may require compeling information from a string of providers located
throughout the country — each requiring a separate order.

“Moreover, Snce, under previous law, a court could only authorize the ingdlation of a
penvtrap device within its own jurisdiction, when one provider indicated that the source of
acommunication was a different carrier in another digtrict, a second order in the new
district became necessary. This order had to be acquired by a supporting prosecutor in the
new digrict from alocd federd judge — neither of whom had any other interest in the

case. Indeed, in one case investigators needed three separate orders to trace ahacker’s
communications. This duplicative process of obtaining a separate order for each link in

the communications chain has delayed or — given the difficulty of red-timetracing —
completely thwarted important investigations.” 1d.
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Reportsfor use of law enforcement pen/trap devices on computer networks

“Section 216 of the Act dso contains an additional requirement for the use of penvtrap
devicesin anarrow class of cases. Generaly, when law enforcement serves a pen/trap
order on acommunication service provider that provides Internet access or other
computing services to the public, the provider itself should be able to collect the needed
information and provideit to law enforcement. In certain rare cases, however, the
provider may be unable to carry out the court order, necessitating installation of adevice
(such as Etherpeek or the FBI’s DCS1000) to collect the information. In these infrequent
cases, the amendments in section 216 require the law enforcement agency to provide the
following information to the court under sed within thirty days: (1) the identity of the
officerswho ingtalled or accessed the device; (2) the date and time the device was
ingalled, accessed, and uningdled; (3) the configuration of the device at ingalation and
any modifications to that configuration; and (4) the information collected by the device.
18 U.S.C. 3123(a)(3).” Field Guidance, supra.

Section 217: Inter cepting the Communications of Computer Trespassers

Section 217 dlows “victims of computer attacks to authorize persons *acting under color of law’
to monitor trespassers on their computer systems. Under new section 2511(2)(i), law
enforcement may intercept the communications of acomputer trespasser transmitted to, through,
or from a protected computer. Before monitoring can occur, however, four requirements must be
met. Firdt, section 2511(2)(i)(1) requires that the owner or operator of the protected computer
must authorize the interception of the trespasser’ s communications. Second, section

2511(2)(1)(I1) requires that the person who intercepts the communication be lawfully engaged in
an ongoing investigation. Bath crimina and intelligence investigations qudlify, but the authority

to intercept ceases at the conclusion of the investigation.

“Third, section 2511(2)(i)(111) requires that the person acting under color of law have reasonable
grounds to believe that the contents of the communication to be intercepted will be rlevant to
the ongoing investigation. Fourth, section 2511(2)(i)(1V) requires that investigators intercept

only the communications sent or received by trespassers. Thus, this section would only gpply
where the configuration of the computer system alows the interception of communications to

and from the trespasser, and not the interception of non-consenting users authorized to use the
computer.

“Findly, section 217 of the Act amends section 2510 of title 18 to create a definition of
‘computer trespasser.” Such trespassers include any person who accesses a protected computer
(as defined in section 1030 of title 18) without authorization. In addition, the definition explicitly
excludes any person ‘known by the owner or operator of the protected computer to have an
existing contractud relationship with the owner or operator for accessto dl or part of the
computer.” 18 U.S.C. 2510(21). For example, certain Internet service providers do not alow
their customersto send bulk unsolicited e-mails (or ‘ spam’). Customers who send spam would
be in violation of the provider's terms of service, but would not qualify as trespassers — both
because they are authorized users and because they have an existing contractua relationship with
the provider.” Field Guidance, supra.
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“Although the wiretap statute alows computer owners to monitor the activity on their machines
to protect their rights and property, until Section 217 of the Act was enacted it was unclear
whether computer owners could obtain the assistance of law enforcement in conducting such
monitoring. Thislack of clarity prevented law enforcement from assisting victims to teke the
natural and reasonable steps in their own defense that would be entirely legd in the physicd
world. In the physical world, burglary victims may invite the police into their homesto help

them catch burglarsin the act of committing their crimes. The wiretap statute should not block
investigators from responding to Smilar requestsin the computer context smply because the
means of committing the burglary happen to fal within the definition of a‘wire or dectronic
communication’ according to the wiretap statute. Indeed, because providers often lack the
expertise, equipment, or financia resources required to monitor attacks themsealves, they
commonly have no effective way to exercise their rights to protect themsalves from unauthorized
attackers. Thisanomaly in the law cregted, as one commertator has noted, a ‘bizarre result,” in
which a‘ computer hacker’ s undeserved statutory privacy right trumps the legitimate privacy
rights of the hacker’svictims.” Orin S. Kerr, Are We Over protecting Code? Thoughts on First-
Generation Internet Law, 57 Wash. & LeeL. Rev. 1287, 1300 (2000).” Id.

Section 220: Nationwide Search Warrantsfor E-mail

“Section 220 amends 18 U.S.C. 2703(a) to authorize courts with jurisdiction over the offense to
issue search warrants for eectronic communications in eectronic sorage anywhere in the United
States, without requiring the intervention of their counterpartsin the digtricts where Internet
service providers are located. The effect of this provison isto limit forum shopping by limiting
authorization for issuance of search warrants to those courts with jurisdiction over the offense.”
Field Guidance, supra.

“Section 2703(a) requires the government to use a search warrant to compel a provider to
disclose unopened e-mail less than sx months old. Because Rule 41 of the Federd Rules of
Crimina Procedure requires that the ‘ property’ to be obtained be ‘within the district’ of the
issuing court, however, some courts have declined to issue section 2703(a) warrants for e-mall
located in other didricts. Unfortunately, this refusal has placed an enormous adminigtrative
burden on those didtricts in which mgor |SPs are located, such as the Eastern Digtrict of Virginia
and the Northern Didtrict of California, even though these districts may have no relationship with
the crimind acts under investigation. In addition, requiring investigators to obtain warrantsin
digtant jurisdictions has dowed time-sengtive investigations.” 1d.

Section 814: Expanding the Definition of “ Protected Computer” in Subsection 1030(e)(2) to
Include Computersin Foreign Countries

“Section 814 of the Act amends the definition of ‘ protected computer’ [in 18 U.S.C. 1030(e)(2)]

to make clear that this term includes computers outside of the United States so long as they affect
‘interdtate or foreign commerce or communication of the United States.” 18 U.S.C.

1030(e)(2)(B). By clarifying the fact that a domestic offense exigts, the United States can now

use peedier domestic proceduresto join in international hacker investigations. As these crimes

often involve investigators and victims in more than one country, fostering internationd law
enforcement cooperation is essentid.” Field Guidance, supra. (bracketed information provided

by andlyst)
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“Before the amendments in Section 814 of the Act, section 1030 of title 18 defined * protected
computer’ as a computer used by the federd government or afinancid inditution, or one ‘which
isused in interstate or foreign commerce.” 18 U.S.C. 1030(e)(2). The definition did not explicitly
include computers outside the United States.

“Because of the interdependency and availability of globa computer networks, hackers from
within the United States are increasingly targeting systems located entirely outside of this
country. . . . In addition, individudsin foreign countries frequently route communications
through the United States, even as they hack from one foreign country to another. In such cases,
their hope may be that the lack of any U.S. victim would ether prevent or discourage U.S. law
enforcement agencies from assigting in any foreign investigation or prosecution.” 1d.

Section 815: Additional Defenseto Civil Actions Relating to Preserving Recordsin
Response to Gover nment Requests

“Section 815 added to an existing defense to a cause for damages for violations of the Electronic
Communications Privacy Act, Chapter 121 of Title 18. Under prior law it was a defense to such
acause of action to rely in good faith on a court warrant or order, a grand jury subpoena, a
legidative authorization, or a statutory authorization. This amendment makes clear that the
‘gatutory authorization” defense includes good-faith reliance on a government request to
preserve evidence under 18 U.S.C. 2703(f).” Field Guidance, supra.

Sunset Provisons
Unless reenacted by Congress, section 224 of the USA Patriot Act, provides that ss. 201, 202,
203(b), 209, 217, and 220 (section relevant to this analyss), will sunset on December 31, 2005.

B. EMERGENCY INTERCEPT INVOLVING CONSPIRATORIAL ACTIVITIES
THREATENING THE NATIONAL SECURITY INTEREST

Title 18 U.S.C. 2518(7) authorizes application for an intercept if the gpplicant reasonably
believes an emergency exigs that involves conspiratorid activities threatening the nationd
Security interest.

C. FLORIDA’'SLAWSREGARDING INTERCEPTION OF COMMUNICATIONS

Provided is a summary from the General Counsdl of the FHorida Department of Law Enforcement
(FDLE) of the Horida gatutory requirements for interception of communications:

Horidalaw governing interception of communications and related topicsis found in ch. 934, F.S.
(“ Security of Communications’). These provisons are guided, under the preemption doctrine, by
federd provisonsin Chapter 119 of Title 18, U. S. Code, Sections 2510 - 2522 (*Interception of
Wire, Ord and Electronic Communications’) and Chapter 121 of Title 18, U. S. Code, Sections
2701 — 2711 (“ Stored Wire and Electronic Communications and Transactiona Records
Access’).

Requirements for a court-authorized interception of communication include:
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A showing that the gpplicant is authorized by law to seek the order. An intercept
gpplication must be in writing, upon oath/affirmation, to ajudge of competent jurisdiction,
stating the applicant’ s authority to apply. (s. 934.09(1), F.S))

No interception order can be sought unless specificaly authorized by one of the
“authorizing officias’ listed in the satute. (s. 934.09(1)(a), F.S))

A showing that the officer is empowered to investigate one of the specificaly listed
offenses for which an intercept order is available [respongbility to investigate the particular
offense (one included in a pecificaly enumerated list as being subject to interception)]. (s.
934.07, F.S)

A full and complete statement of probable cause supporting the gpplication. There must
be a careful stlatement of facts and circumstances relied on by the applicant, which meet the
“probable cause” proof standard as to the following:

0 Detalsasto the particular offense(s) involved.

0 Particular description of the nature/location of facilities from which, or where
communications are to be intercepted (unless excepted).

0 Typeof communicationsto be intercepted.

0 ldentity of the person(s), if known, committing the offense and subject to being
intercepted. (s. 934.09(1)(b), F.S.)

A showing that other investigative techniques have been exhausted (a unique requirement
for communications interceptions). The gpplication must demonstrate an “ exhaugtion of
investigative techniques’ asto dl other investigative efforts and procedures tried and
failed, and/or why other procedures reasonably appear unlikely to succeed if tried or are
too dangerous. (s. 934.09(1)(c), F.S.)

An indication of how long the intercept is anticipated to lagt. If the interception should
not automatically terminate upon first obtaining the described type of communication,
then the gpplication must provide a particular description of facts establishing probable
cause that more communications of the same type will continue. (s. 934.09(2)(d), F.S.)

An indication whether there has been a prior interception. The gpplication must state
known facts regarding al known prior gpplications for interception regarding same
persons, facilities, or places and the action taken by the judge on each such prior
application. (s. 934.09(1)(e), F.S))

The reviewing judge may “require more information.” The judge may require gpplicant
to furnish additiond testimony or documentary evidence is support of the gpplication.
(5.934.09(2), F.S))

Once an intercept is authorized, dl involved have aduty to “minimize’ the interception
by doing “ spot ligening” to determine whether the nature of the communication has
turned to that sought as evidence. If the communication is not of evidentiary vaue,
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“ligening” is not continuous, but remainsin a“sampling” mode until the conversation
becomes of evidentiary value (if at dl). Otherwise privileged communications do not lose
their privileged character, unless made in furtherance of crime. (s. 934.08(4), F.S)

The judge' s order must specify:

The identity of person(s), if known, whose communications are to be intercepted.
The nature and location of facilities/place for interception (unless excepted).

The type of communications and offens(s) for which interception is alowed.
The identity of the agency or agencies authorized to intercept communications.
The identity of officid who authorized the application.

The period of time for interception and the termination parameters. (s. 934.09(4),
F.S)

O OO0 O0OO0Oo

Once gpproved, the interception must be prompt and limited to the mission defined in the
order. Thereis a 30-day limit unless extended by the court. The issuing court’s order isto
be executed as soon as practicable. The interception shall not be longer than necessary to
achieve objectives and in any event no longer than 30 days, unless by court-ordered
extenson. The interception must be conducted in such away asto “minimize’
interception of communications not authorized by order. (s. 934.09(5), F.S))

The Court issuing the intercept order may continue ongoing monitoring of the progress of
the investigation. The court may require that periodic reports be made to the court to

show what progress has been made and the need for continued interception. (s. 934.09(6),
F.S)

Contents of communications intercepted must be recorded and protected from dteration
or editing. The recordings are to be available to the issuing judge upon expiration of the
interception order or end of the prosecution of a case based on the evidence for seding
the recordings. Sealed recordings are preserved a minimum of ten years as required by
law. Duplicates may be used as alowed by the court. (s. 934.09(8), F.S.)

No later than 90 days after interception is complete (unless the time is extended by the
court), a statutory notice isto be provided to parties whose communications were
intercepted. (s. 934.09(8), F.S.) The natification, coupled with the required preservation
of the interception recordings, assures that parties whose communications were
intercepted can review the actions of those involved to determine compliance with the
law. There are remedies for parties aggrieved by interception (s. 934.09(10), F.S)); civil
remedies for violations (s. 934.10, F.S)); and crimind pendtiesfor violations (s. 934.03,
F.S).

Both federd and FHoridalaw dlow for an “emergency intercept,” under limited
circumstances, but the emergency actions must be followed up with the written
application and order within 48 hours. (s. 934.09(7), F.S)
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D. AMENDMENTSTO CHAPTER 934, F.S,, IN 2001 SPECIAL SESSION C

In 2001 Specia Session C, the Legidature amended ch. 934, F.S. See ch. 2001-359, L.O.F. (SB-
12-C). Specificdly, the Act:

Provides that the Governor, the Attorney Generd, the Statewide Prosecutor, or any State
Attorney may authorize an interception application to ajudge of competent jurisdiction made
by (Sees.934.07, F.S.):

0 The Depatment of Law Enforcement or any law enforcement agency having
respongbility for the investigation of the offense when such interception may provide or
has provided evidence of the commission of the offense of aircraft piracy or solicitation
to commit any violation of the laws of this Sate rdating to crimes specificaly
enumerated in the Satute as crimes for which an intercept may be ordered.

0 The Department of Law Enforcement for the investigation of the offense when such
interception may provide or has provided evidence of the commission of any offense that
may be an act of terrorism or in furtherance of an act of terrorism or a conspiracy or
solicitation to commit such act.

Exempts the requirement to identify, in an interception application, the facilities from which,
or the place where, the communication is to be intercepted as arises when the person whose
communications are to be intercepted has removed, or islikdly to remove, himsdf or hersdf
to another judicid circuit within the state. See s. 934.09, F.S.

Provides that the courts may authorize continued interception within this sate in
investigations of acts of terrorism, which can occur both within and outside the jurisdiction
of the court authorizing the interception, provided the origina interception occurred within
that court’ sjurisdiction. See s. 934.09, F.S.

Provides a sunset date on the provisions of the act on July 1, 2004.. The provisions of the bill
(SB 12-C) took effect upon becoming law but are only effective until July 1, 2004

[I. Effect of Proposed Changes:

Section lamends the definitions sectionin s. 934.02(1), F.S. asfollows:
Redefines the term “wire communication” to delete reference to eectronic storage of such
communication. (This change mirrors 18 U.S.C. 2510(1), as amended by Section 209 of the
USA Patriot Act.)

- Create the definition of “judge of a competent jurisdiction.” (Section 220 provides thet the
term “court of acompetent jurisdiction” has the same meaning assigned by 18 U.S.C. 3127,
and includes any federd court within that definition, without geographic limitetion. The
definition in the CSis amilar to the federa definition, but references the gpplicable sate
courts.)
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Redefines the term “pen register” to specify it isadevice or process that records or decodes
diding, routing, addressing, or sgnding information transmitted by an instrument or facility
from which awire or eectronic communication is tranamitted, but such information does not
indude the contents of any communication. It is further specified that the term does not
include any device or process used by aprovider or customer of awire or eectronic
communication service for hilling or recording as an incident to billing or for communication
services provided by such provider, and does not include any device or process used by a
provider or customer of awire communication service for cost accounting or other like
purposes in the ordinary course of its business. (This change mirrors 18 U.S.C. 3127(3), as
amended by Section 216 of the USA Patriot Act.)

Redefines the term “trap and trace device” to specify that it is adevice or process that
captures the incoming eectronic or other impulses that identify the originating number or
other diding, routing, addressing, or signding information reasonably likely to identify the
source of awire or eectronic communication, but such information does not include the
contents of any communication. (This change mirrors 18 U.S.C. 3127(4), as amended by
Section 216 of the USA Patriot Act.)

Defines the term “foreign inteligence information” to mean information, whether or not
concerning a United States person, as that term is defined in 50 U.S.C. 1801, which relates
to: the ability of the United States to protect against actua or potentiad attack or other grave
hodtile acts of aforeign power or an agent of aforeign power; sabotage or internationa
terrorism by aforeign power or an agent of aforeign power; clandestine intelligence
activitiesby an intelligence service, anetwork of aforeign power, or an agent of aforeign
power; or with respect to aforeign power or foreign territory, the nationd defense or security
of the United States or the conduct of the foreign affairs of the United States. (This change
mirrors the definition of the sametermin 18 U.S.C. 2510(19), as created by Section 203 of
the USA Patriot Act.)

Defines “protected computer” to mean a computer: for the exclusve use of afinancia
indtitution or governmenta entity; not for the exdusve use of afinancid inditution or
governmentd entity, but that is used by or for afinancid ingtitution or governmentd entity

and with respect to which unlawful conduct can affect the use by or for the financia

inditution or governmenta entity; or used in interstate or foreign commerce or
communication, including a computer located outside the United States. (Section 217 creates
18 U.S.C. 2510(20), which provides that the term “protected computer” has the same
meaning as s forth in 18 U.S.C. 1030. The definition in the CS mirrors 18 U.S.C. 1030, as
amended by section 814 of the USA Patriot Act.)

Defines * computer trespasser” to mean a person who accesses a protected computer without
authorization and thus does not have a reasonable expectation of privacy with respect to any
communication transmitted to, through, or from the protected computer. The term does not
include a person known by the owner or operator of the protected computer to have an
exiging contractua relationship with the owner or operator of the protected computer for
accessto dl or part of the protected computer. (This change mirrors the definition of the
sametermin 18 U.S.C. 2510(21), as created by Section 217 of the USA Patriot Act.)
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Section 2 amends s. 934.03, F.S,, relating to prohibited interception and disclosure of wire, ord,
or eectronic communications. It providesthat it is not unlawful under ss. 934.03-934.09, F.S.,
for aperson acting under color of law to intercept the wire or eectronic communications of a
computer trespasser which are transmitted to, through, or from a protected compuiter if: the
owner or operator of the protected computer authorizes the interception of the communications
of the computer trespasser; the person acting under color of law islawvfully engaged in an
investigation; the person acting under color of law has reasonable grounds to believe that the
contents of the communications of the computer trespasser will be relevant to the investigation;
and the interception does not acquire communications other than those transmitted to, through, or
from the computer trespasser. (This change mirrors language created in 18 U.S.C. 2511(2) by
Section 217 of the USA Patriot Act.)

Section 3 amends s. 934.07, F.S. (“Authorization for interception of wire, ord, or electronic
communications’), as anended by section 1, ch. 2001-359, L.O.F.. It provides that the Governor,
the Attorney Generd, the statewide prosecutor, or any state attorney may authorize an

gpplication to ajudge of competent jurisdiction for the authority and approva of awire, ord or
€lectronic communications interception by FDLE or any law enforcement agency having
responghility for the investigation of the offense as to which the application is made when such
interception may provide or has provided evidence of the commission of afelony violation of ss.
790.161-790.166, F.S. Such judge may issue an order in conformity with ss. 934.03-934.09, F.S.
These sections pertain to offenses involving bombs, destructive devices, and weapons of mass
destruction.

(Current Language in 18 U.S.C. 2516(1) provides authority to intercept communications
regarding illegal explosives. Section 201 of the USA Patriot Act crestes languagein 18 U.S.C.
2516(1) that provides authority to intercept communications regarding weapons of mass
desgtruction. Thereis no direct Florida counterpart to these federd provisions, but the reference to
“any felony violation of ss. 790.161-790.166 inclusve’ captures the federd intent.)

This section aso alows FDLE, consstent with current law, to utilize resources to effectively
investigate acts of terrorism, including the use of personnel from other agencies who would be
acting at the direction of FDLE. (Smilar language appearsin s. 934.09, F.S) FDLE dates that an
example of “* other assisting personnd’ might be alinguist who is familiar with a particular

diaect being spoken by those whose communications are being intercepted.”

This section dso provides that if, during the course of an interception of communications by a
law enforcement agency as authorized under paragraph (1)(a) of s. 934.07, F.S,, the law
enforcement agency finds that the intercepted communications may provide or have provided
evidence of the commission of any offense that may be an act of terrorism or in furtherance of an
act of terrorism, or evidence of any conspiracy or solicitation to commit any such violation, the
law enforcement agency must promptly notify FDLE and gpprise it of the contents of the
intercepted communications. The agency natifying FDLE may continue its previoudy authorized
interception with appropriate minimization, as gpplicable, and may otherwise assst FDLE, as
provided in paragraph (1)(b) (authorizing an application for an interception by FDLE inan
investigation of an act of terrorism or in furtherance of such act or a conspiracy or solicitation to
commit such act).
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Upon its receipt of information of the contents of an intercepted communications from alaw
enforcement agency, FDLE must promptly review the information to determine whether the
information relates to an actua or anticipated act of terrorism. If, after reviewing the contents of
the intercepted communications, there is probable cause that the contents of the intercepted
communications meet the criteria of paragraph(1)(b), FDLE may make application for the
interception of wire, oral, or eectronic communications consstent with paragraph (1)(b). FDLE
may make an independent new gpplication for interception based on the contents of the
intercepted communications. Alternatively, FDLE may request the law enforcement agency that
provided the information to join with the department in seeking an amendment of the origina
interception order, or may seek additiond authority to continue intercepting communications
under the direction of FDLE. In carrying out its duties under this section, FDLE may use the
provisions for an emergency interception provided in s. 934.09(7), F.S,, if gpplicable under
datutory criteria.

(Asindicated by the amendmentsin 2001 Specid Session C, the Legidature intended FDLE to
play aprimary rolein any sate or loca terrorism investigation. The added paragraphs (2)(a) and
(2)(b) secify the respective obligations of FDLE and another law enforcement agency when that
other agency’ s interception develops a “terrorism” agpect. The amendment helps facilitate
coordination between FDLE and the other agency and ensure FDLE' s continuing and meaningful
involvement in terrorism investigetions.)

Section 4 amends s. 934.09, F.S., as amended by section 2, ch. 2001-359, L.O.F, relating to the
procedures for obtaining an order for interception of wire, ord or eectronic communications.

The amendment authorizes gpplication for an intercept if the applicant reasonably believes an
emergency exigs that involves conspiratorid activities threatening the security interest of the

nation or state. (This provison issmilar to aprovison in 18 U.S.C. 2518(7), but also adds
congpiratoria activities that thresten the security interest of the Sate)

This section aso modifies and extends a provision passed in 2001 Specid Session C that
provides that a court may authorize continued interception within this sate, both within and
outsde itsjurisdiction, if the origind interception occurred within its jurisdiction and only
involves investigations of acts of terrorism. The amendment subgtitutes the term “judge of
competent jurisdiction” for the current and initia reference to “the court” (see Section 1 for an
explanation of thisterm) and provides that this judge may authorize interception within this Sate,
whether the interception iswithin or outside the court’sjurisdiction, if the gpplication for an
interception makes a showing that some activity or conspiracy believed to berelated to, or in
furtherance of, the crimind predicate for the requested interception has occurred or will likely
occur and the communications to be intercepted or expected to be intercepted is occurring or will
likely occur, in whole or in part, within the jurisdiction of the court where the order is sought.
(This language does not directly track the USA Peatriot Act, which alows the intercept order to
have extended authority when the crimind activity extends beyond the court’s normal
geographic limit, provided that some of the activity doesin fact occur within the issuing court’s
jurisdiction. The CS contains a smilar requirement but adds an additiond requirement that the
goplication for an interception show that the communication is occurring or will likely occur
within the jurisdiction of the court issuing the intercept order. According to the General Counsdl
of FDLE, thislanguageis problematic: “. . . [ W] e cannot always be assured that a
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communication will occur in whole or in part in a jurisdiction. Thisis due to computer switching
and high technology now in place. We can intercept communications via a court order, but we
are not always sure where the person talking is going to be when he talks. Example: Major drug
conspiracy organization working out of Tampa, using couriers with cell phones who begin their
conversations when they arrive at their points of distribution elsewhere in the state. The majority
of investigative efforts will be in Hillsborough County, and that’ s the most likely court to
approach for intercept order, since the organization is based there. However, there’sno
guarantee that the cell phoneswill result in a communication * in whole or in part” in
Hillsborough County, although the communications will be by associates of the drug
organization based in Hillsborough. [ The amendment] . . . could result in what otherwise would
be an appropriate court being excluded, or worse still, communications being suppressed
because we were wrong when we thought communi cations would occur * in whole or in part” in
the court’ s jurisdiction when, by reason of technology, they occurred elsewhere.) (bracketed
information provided by anayst)

Section 5 amends a provison in ch. 2001-359, L.O.F., relating to the sunset provision of July 1,
2004. In 2001 Special Session C, the Legidature specified that the “ continued interception”
provison it was passing (See previous section) would sunset July 1, 2004. This section provides
that effective duly 1, 2004, paragraph (b) of subsection (11) of s. 934.09, F.S,, as amended by
thisact and by section 3, is amended. The amendment includes the amendments to paragraph (b)
of subsection (11) that are contained in Section 4. The practical effect isthat the language
previoudy indicated for sunsetting will not sunset in 2004, and will be retained or amended by
this act.

Section 6 amends s. 934.08, F.S. (“Authorization for disclosure and use of intercepted wire, ord,
or electronic communications’). The amendment tracks language in Section 203 of the USA
Patriot Act that provides authority to share crimind investigative informetion; specificaly, it
authorizes an investigative or law enforcement officer or attorney for the Government who, by
authorized means, obtains knowledge of the contents of any wire, oral, or eectronic
communication derived from the contents of any wire, ord, or eectronic communication to
disclose the contents or evidence to afedera law enforcement, intelligence, nationa security,
nationa defense, protective or immigration officia to asss the officid receiving that

information in the performance of his or her officid duties. (The changes are comparable to the
changes made in Section 203 of the USA Patriot Act but also include the state counterparts to the
specified federd officias, and do not include an atorney for the Government as a person
authorized to disclose the contents of the communication.)

Section 7 amends s. 934.22, F.S. (“Disclosure of contents’) to modify provisons dedling with
release of the contents of communications in the custody of a provider of aremote computing
service or dectronic communications service to the government and others. It provides for
gpecid emergency release to the government or others of arecord or other information pertaining
to a subscriber/customer of identified providersin an emergency involving immediate danger of
death or serious physical injury. (The changes are comparable to language created in 18 U.S.C.
2702 by Section 212 of the USA Patriot Act.)

Section 8 amends s. 934.23, F.S. (“Requirements for governmenta access’) to add the term
“wire’ to severa subsections to broaden the types of communications providers that are covered
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by those subsections. This section also makes several modificationsto s. 934.23, F.S,, to st forth
the type of legal process needed in order for an investigative or law enforcement officer to obtain
certain records from a provider of € ectronic communication service or remote computing

sarvice. It setsforth anew and expanded listing of the types of records contemplated to be
released upon receipt of the appropriate legad documents. (The changes are comparable to
language created in 18 U.S.C. 2703 by Sections 209, 210, and 212 of the USA Patriot Act.)

Section 9 amends s. 934.27, F.S,, relating to civil remedies and defenses. It provides that a good
faith reliance on a court warrant or order, a subpoena, or a statutory authorization, including, but
not limited to, arequest of an investigative or law enforcement officer to preserve records or
other evidence, as provided in s. 934.23(7), F.S,, is a complete defense to any civil or crimina
action brought under ss. 934.21-934.28, F.S. The CS extends rdlief from civil ligbility to casesin
which an officer requests that records be preserved in accordance with current law. This
provision extends protections to the providers of servicesthat can include individud citizens or
companies. (This changeis comparable to the language created in 18 U.S.C. 2707(e)(1) by
Section 815 of the USA Patriot Act.)

Section 10 amends s. 934.31, F.S,, relating to the generd prohibition againg the use of pen
register and trap and trace devices. It adds the phrase “trap and trace” to this section along with
other limitation provisonsto make it clear that an investigetive or law enforcement officer shall
use technology reasonably available to him or her which restricts the recording or decoding of
electronic or other impulses to the diding (now aso adds routing, addressng) and sgnding
information used in the processing and transmitting of wire or éectronic communication o as
not to include the contents of any wire or €ectronic communications.

(The changes are comparabl e to language created in 18 U.S.C. 3121(c) by Section 216 of the
USA Patriot Act.)

Section 11amends s. 943.33, F.S,, relating to the issuance of an order for apen register or atrap
and trace device. It requires an officer to serve an order for a pen register or atrap and trace
device, if requested, and to provide a person or entity served with written or eectronic
certification that the order gppliesto that person or entity if they are not specificadly named in the
order. According to FDLE, this provison isimportant to service providers, whether
telecommunications businesses or interna service providers, asit gives them the right to demand
certification that the order appliesto them, thus triggering their ability to clam protection from

civil ligbility due to their good-faith execution of alawful order.

This section dso adds the phrase “ or other facility” and the devices being “applied” to note that
this section can reate to more than just telephones and may entail the application of the devices
to the telephone line or other facility rather than the attachment of the devices to the telephone
lines or other facility. Section 943.33, F.S., generaly requires such companies to provide
assstance to the officer making the gpplication and requires them not to disclose the existence of
the device or investigation.

This section dso sets forth detailed provisions deding with requirements needed when an
investigative or law enforcement officer implements an ex parte order by ingaling and usng his
own pen register or trap and trace device on a packet- switched data network of an electronic
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communications service to the public. The agency must insure that arecord will be kept to
identify the officers that ingtalled the device, and the date and time of same, and who accessed
same, date and time of uningtdlation, configuration, modifications, duration device is used and
information collected. If device is automated, the records shdl be maintained eectronicaly.
Records maintained pursuant to s. 943.33, F.S,, shdl be provided ex parte and under sedl to the
court that entered the order within 30 days after termination, excluding any extensons thereof.

(The changes are comparabl e to language created and amended in 18 U.S.C. 3123 by Section
216 of the USA Patriot Act.)

Section 12 amends s. 934.34, F.S,, rdating to the ingtdlation and use of a pen register or trap and
trace device. It adds the phrase “or other facility” to note that this section can relate to more than
just telephones. (This change is comparable language created in 18 U.S.C. 3124(b) by Section
216 of the USA Patriot Act.)

Section 13 providesthat this act shal take effect upon becoming alaw.

Constitutional Issues:

A. Municipality/County Mandates Restrictions:

None.

B. Public Records/Open Meetings Issues:
None.

C. Trust Funds Restrictions:
None.

D. Other Constitutional Issues:

It isindeterminate to what extent the provisons of thishill, many of which are very
amilar or the same asthose in the USA Patriot Act, may be found by the courtsto
interfere with an individuaks congtitutional ly protected right of privacy and due process
granted or guaranteed under the U.S. and Forida Condtitutions. The Horida Congtitution,
by virtue of its expressright of privacy under section 23 of article | affords broader
protection than that afforded by the U.S. Congtitution. See Winfield v. Division of Pari-
Mutual Wagering, 477 So.2d 544 (Ha. 1985). Therefore, any state regulation of a
fundamenta right is subject to the higher sandard of review, i.e,, grict scrutiny. Dueto
their very recent enactment, the provisions of USA Patriot Act and the provisions of
chapter 934, F.S., amended in the 2001 Specid Session C, which subgtantialy dter the
way intercept orders are obtained and search warrants are executed, have not been fully
litigated.

Chapter 934, F.S,, contains legidative findings that weigh the public' sinterest in
protecting the privacy of innocent persons and their communications, protecting the
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integrity of court and adminigtrative proceedings and preventing the obstruction of
interstate commerce againgt law enforcement’ sinterest in obtaining crimind evidence
through such communications and preventing crimind activities by organized criminds.
Sees. 934.01, F.S. Since 1969, chapter 934, F.S., has evolved into amagjor law
enforcement investigatory tool, particularly in light of the sophisticated use of technology
by criminalsto facilitate crimes.

The issue of acourt’s authority to issue orders for extraterritorid jurisdiction
interceptions or roving wiretaps has received congderable attention. Even as amended
during the 2001 Specid Session C, the provision of continued interception (based on the
federd law) raised due process concerns to which a sunset date of July 1, 2004, was
enacted. See ch. 2001-359, L.O.F. Thisbill removes that sunset review provison. Since
there is no case law directly interpreting this provison, any guidance as to the matter
must be by review of older cases. See Sate v. McCormick, 719 So.2d 1220 (Fla. 5" DCA
1998)(the Mebourne Police Department had jurisdiction to establish alistening post in
itsjurisdiction (Mebourne), athough the target cdl phone was primarily in another
jurisdiction (the subscriber was in Merritt Idand); however, notably both areas were
within the territorid jurisdiction of the same circuit court).

Courts are not of one accord on this extraterritoria jurisdiction issue, depending on the
policy focus. While by andogy, there seems to be some precedence for the application or
authority of acircuit court order to extend beyond the court’ sterritorid jurisdiction asin
cases involving arrest warrants, ne exeat orders, specia maritime jurisdiction over crimes
occurring outside Florida s territoria waters; and certain child welfare orders', it isalso
proffered that an intercept order is more analogous, or actualy congtitutes, a search and
seizure. There are some cases which arguably may be read to suggest that “seizure” or
“acquidtion” (of aura communication) does occur, and that the interception is at the
place where the communication isinitidly obtained, regardiess of where the
communicaion is ultimatdy heard. See e.g., U.S. v. Nelson, 837 F.2d 1519 (11th Cir.
1988); Sate v. Mozo, 655 So.2d 1115 (Fla. 1995); Koch v. Kimball, 710 So.2d 5 (Fla. 2nd
DCA 1998); and Castillo v. Texas, 810 SW. 2d 180 (Tex. Crim. App. 1990).

On the other hand, some courts have taken the gpproach that the interception may
potentialy occur at multiple locations or jurisdictions (location of phone or location of
monitoring, if different); therefore, judges from severd jurisdictions might be able to
authorize an order for interception even for phones not physicaly in their jurisdiction, as
long as aligening pogt isin their jurisdiction. See e.g., United Statesv. Ramirez, 112
F.3d 849, 852 (7th Cir.1997) (The court upheld afederd digtrict court’s authority in
Wisconsin to issue an intercept order on acdlular phone where the phone and listening
post were in Minnesota. The court discussed the mobility of the cellular phone and noted
that “interception takes place both where the phone is located (including, we suppose,
athough we can find no cases, where the receiving phone is located) and where the
scanner used to make the interception islocated.”); U.S. v. Burford, 755 F. Supp. 607

! Eg., where acircuit court acquiresjurisdiction of aminor as an ancillary phase of adivorce proceeding and enters an order
determining custody of the minor, and then subsequently amendsits order changing custody of the minor, even though the
minor is not within the court’ sterritoriad jurisdiction).
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(S.D.N.Y)(Search warrants are issued to permit seizure of tangible physica evidence,
whichis, by definition, in only one location but as gpplied to dectronic survelllance,
wiretaps involve the seizure of trangtory intangible evidence in which conversations that
began in Maryland were actudly acquired, or seized, in New York); U.S. v. Rodriguez,
112 F.3d 849 (2nd Cir. 1992)(Where the authorities seek to tap telephones in more than
one jurisdiction and to monitor them in asingle jurisdiction, there are sound policy

reasons for permitting a court in the jurisdiction where al of the captured conversaions
are to be heard to grant the authorization based on the rationde that if dl of the
authorizations are sought from the same court, there is a better chance that unnecessary or
unnecessarily long interceptions will be avoided.)?

V. Economic Impact and Fiscal Note:

A. Tax/Fee Issues:

None.
B. Private Sector Impact:

The bill may benefit the public by providing law enforcement with additiond meansto
access information directly or indirectly related to crimind activity. However, it dso
limits dvil liberties or expectations of privacy for specified circumstances under which
authorized persons reasonably determine warrant emergency interception or emergency
ingtalation of communications wiretap devices or other types of interception.

The hill will dso benefit communications services providers and individuas by providing
them with avil and crimind immunity for assgting law enforcement.

C. Government Sector Impact:

This bill expands law enforcement authority to conduct interception of communications
and ingalation of pen registers and trap and trace devices under specified circumstances.

VI. Technical Deficiencies:
None.
VII. Related Issues:

Unlike federd law, there are no state law requirements for semi-annual reports regarding
implementation of the act, detailing any abuses, including a description of the use of
appropriations. See Title X, of H.R. 2975; USA Patriot Act.

2The court also noted that one of the key goals of Title 11 isthe protection of individual privacy interests from abuse by law
enforcement authorities. See generdly, SRep. No. 1097, 90th Cong.2d Sess,, reprinted in 1968 U.S.Code Cong. &
Admin.News 2112, 2185; United States v. Giordano, 416 U.S. 505, 514-23, 94 S.Ct. 1820, 1826-30, 40 L.Ed.2d 341 (1974).
For example, Title 111 requires that awiretap authorization not alow the period of interception to be “longer than is necessary
to achieve the objective of the authorization.” 18 U.S.C. [s] 2518(5).



BILL: CS/SB 1774 Page 23

VIII. Amendments:

#1 by Judiciary
Clarifies that a Sate court judge may authorize initid and ongoing interception of
communications based on the crimina predicate that either the requested interception has

occurred or will likely occur, or that the communications to be intercepted or expected to be
intercepted is occurring or will likely occur.

This Senate staff analysis does not reflect the intent or officia position of the bill’s sponsor or the Florida Senate.




